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Executive Summary

VisionNext is committed to delivering Al-powered solutions that meet the highest
standards of security, privacy, and compliance. Our enterprise-grade security architecture
is designed to protect sensitive personal, educational, and business data across multiple
jurisdictions, including the South African market where regulatory requirements such as
POPIA apply.

This whitepaper outlines our security framework in detail — including technical
architecture, encryption protocols, compliance frameworks, incident response, and risk
management strategies. It demonstrates both technical depth for security professionals
and strategic assurances for executives and procurement teams.

1. Security Architecture Overview
Multi-Layered Security Framework
VisionNext employs a defence-in-depth strategy across all layers:

o Application Security: Secure coding practices, automated code scanning
(SAST/DAST), Al model integrity checks.

o Data Security: End-to-end encryption, access-controlled data stores, tokenization
of sensitive identifiers.

o Network Security: Segmented environments, firewall enforcement, intrusion
detection and prevention systems (IDPS).

o Identity & Access Management: Role-based access, multi-factor authentication
(MFA), least-privilege enforcement, and zero-trust validation.

e Cloud & Infrastructure Security: Hardened container environments, secure API
gateways, continuous compliance scanning.

(Architecture diagrams available in Appendix A: Technical Security Blueprint)

2. Encryption & Cryptographic Standards

e Data in Transit: Encrypted with TLS 1.3 using AES-256-GCM and Elliptic Curve
Diffie-Hellman (ECDHE) for forward secrecy.

e Data at Rest: AES-256 with envelope encryption via cloud-native KMS (AWS KMS
/ Google Cloud KMS).
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Key Management: Centralized KMS, automated key rotation every 90 days, dual
control for key access.

Al Model Protection: Proprietary models encrypted at rest with access policies
preventing unauthorized replication.

3. Network & Infrastructure Security

Network Controls: Micro-segmentation across dev, staging, and production
environments. All ingress/egress traffic monitored via WAF and IDS.

Container Security: Image scanning for vulnerabilities, runtime protection against
privilege escalation, CIS benchmark compliance.

API Security: OAuth 2.0 + JWT for client authentication, rate limiting, anomaly
detection for abuse prevention.

Infrastructure-as-Code (laC): Terraform + policy-as-code with continuous
compliance checks.

4. Identity & Access Management

MFA Everywhere: Mandatory MFA for admin and privileged accounts.

Privileged Access Management (PAM): Time-bound access tokens, session
logging, and continuous behavioural monitoring.

Zero-Trust Principles: Device, identity, and network context validation before
granting access.

Audit Trails: Immutable logs stored securely with tamper-evidence controls.

5. Incident Response & Threat Monitoring

24/7 Security Monitoring: SIEM platform with correlation rules and ML-based
anomaly detection.

Incident Response Playbooks: Predefined response for ransomware, insider
threats, DDoS, and Al model poisoning.

Threat Intelligence: Integration with global feeds to detect emerging threats in
education and Al ecosystems.
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o Post-Incident Reporting: Detailed forensic analysis, root cause assessment, and
remediation commitments.

6. Regulatory Compliance & Data Governance
Global & Local Compliance Alignment

e SOC 2 Type lI: Controls mapped to Security, Availability, and Confidentiality trust
principles. Annual audits conducted by independent assessors.

e GDPR: Lawful bases for processing, DSAR procedures within 30 days, SCCs for
cross-border data transfers.

e CCPA: Consumer data requests, opt-out mechanisms, transparent privacy
disclosures.

o POPIA (South Africa): Local data residency options, Information Officer
appointment, and mandatory breach notification within 72 hours.

e SO 27001: ISMS implemented with asset classification, risk treatment plans, and
continuous improvement cycle.

Data Lifecycle Management
e Collection: Data minimization principles applied.
e Processing: Purpose-bound with role-based controls.

o Storage: Encrypted with retention policies aligned to contractual and regulatory
requirements.

o Disposal: Secure wiping and cryptographic erasure.
Privacy by Design

e Privacy Impact Assessments (PIAs) for every new product.

e Al bias detection and explainability frameworks.

e User-centric controls for consent, data export, and deletion.

7. Risk Management & Business Continuity

o Threat Modelling: STRIDE methodology applied to Al model pipelines and data
flows.
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o Disaster Recovery (DR): RTO = 2 hours, RPO = 15 minutes, automated failover
across geo-redundant regions.

o Backup Strategies: Daily encrypted backups with immutability controls, tested
quarterly.

» Vendor Risk Management: Third-party security assessments, contractual SLAs, and
continuous monitoring.

o Employee Training: Mandatory annual security training, phishing simulations, Al-
specific ethics modules.

o Penetration Testing: Quarterly external and internal red-team assessments with
remediation cycles.

o Tenant Isolation: Logical segregation for enterprise customers; optional physical
separation for high-security environments.

8. Security Metrics & Continuous Improvement
o KPIs Monitored:
o Mean Time to Detect (MTTD) < 30 minutes
o Mean Time to Respond (MTTR) < 4 hours
o Patch SLA compliance > 95%
o Penetration test remediation closure < 30 days
e Reporting:
o Quarterly Security Reports for enterprise clients
o Annual external audit summaries

o Client-accessible compliance dashboard (planned 2026 release)

9. Competitive Differentiators
o Al Model Security: Proprietary model watermarking and integrity checks.

o Privacy-Preserving ML: Federated learning and differential privacy to protect
sensitive educational/psychometric data.

o South Africa-Specific Innovation: POPIA-aligned career guidance platforms with
airtime-based authentication — ensuring accessibility without sacrificing security.
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e Transparency & Trust: Clients receive audit access, reporting portals, and
collaborative risk assessments.

10. Conclusion

VisionNext's security framework is built on the principle of trust through transparency.
Our multi-layered defences, regulatory alignment, and advanced Al-specific protections
make us a partner of choice for enterprises, educational institutions, and businesses
seeking secure digital transformation.

By continuously investing in security innovation and compliance excellence, we ensure

that clients can confidently scale Al adoption without compromising privacy, trust, or
resilience.
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Appendices (for technical teams):

Appendix A: Security Architecture Diagram

Description of Layers (to accompany the diagram):

1. Perimeter Layer

o

o

Firewalls & Gateways: Next-generation firewalls filter malicious traffic.
DDoS Protection: Cloud-based mitigation absorbs volumetric attacks.

Web Application Firewall (WAF): Blocks common threats like SQL
injection, cross-site scripting, and bot traffic.

Network Segmentation: Separates public-facing services from sensitive
backend systems.

2. Application Layer

@)

Secure SDLC: All apps follow secure coding standards with pre-
deployment penetration testing.

API Security: OAuth 2.0 and token-based access, with schema validation
and rate limiting.

MFA Enforcement: Enforced for both end-users and admins.

Privileged Access Controls: Role-based access, just-in-time provisioning
for critical systems.

3. Data Layer

@)

Encryption-at-Rest: AES-256 encryption applied to all databases and
storage.

Encryption-in-Transit: TLS 1.3 enforced across services.

Key Management: Keys rotated and stored in FIPS 140-2 compliant
HSMs.

Data Masking & Tokenization: Applied to Pll and psychometric data for
compliance.

4. Al Model Layer

o
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Adversarial Testing: Regular validation against model poisoning and
inference attacks.

Privacy-Preserving Al: Differential privacy and federated learning for
sensitive datasets.

Access Controls: Fine-grained restrictions for who can view, modify, or
export models.

5. Monitoring & SOC Layer
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SIEM Integration: Logs collected from all systems, correlated, and
analyzed in real time.

Behavioral Analytics: Detects anomalies in user and system activity.

Threat Intelligence Feeds: External sources enrich detection of new attack
patterns.

SOC Operations: 24/7 security monitoring with incident response
playbooks (see Appendix C).



APPENDIX A

Five Steps to Establish a Robust
Security Framework

1. Assess Risks
ldentify and evaluate potential security

threats and vulnerabilities within your
organization.

— 2. Develop Policies
E Create comprehensive security policies
that outline acceptable use and
security protocols.

(A 3.Implement Controls

? Deploy technical controls such as firewalls,
intrusion detection systems, and encryption

O  4.Train Employees

CO Educate your staff on security best
practices and company policies

A2 | 5. Monitor and Respond

—I—— Continuously monitor security systems and
incidents, and respond to any breaches
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Appendix B: Compliance Control Mapping

SOC 2 Type |l Controls (64 Controls Mapped)

Security Principle: Access controls, system monitoring, and threat detection.
Availability Principle: Redundancy, failover, and uptime monitoring.
Confidentiality Principle: Data classification, encryption, and access restrictions.

Processing Integrity Principle: Accuracy, completeness, and authorized
processing of data.

Privacy Principle: Collection, use, retention, disclosure, and disposal of personal
data.

GDPR Mapping

Article 6 (Lawfulness of Processing): NextStep only processes personal data
under valid legal bases (e.g., consent, contract, legitimate interest).

Article 25 (Privacy by Design): All systems implement data minimization,
pseudonymization, and secure defaults.

Article 32 (Security of Processing): Encryption, regular testing, access
management, and incident response procedures are enforced.

POPIA Mapping

Section 19 (Security Safeguards): Appropriate, reasonable technical and
organizational safeguards implemented to secure personal information.

Section 22 (Breach Notification): Obligatory notification to affected data subjects
and South Africa’s Information Regulator within legally required timeframes.
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APPENDIX B
Glossary of Security Terms

Access Control The process of granting
or denying specific resource
usage to users or systems.

Encryption The process of converting
data into a coded format
to prevent unauthorized
access.

Firewall A network security sistem
that monitors and controls
incoming and outgoing
network traffic.

Identity and Access Deploy technical controls
Management (IAM) such as firewalls, intrusion
detection systems,
and encryption

Intrusion Detection A system that montos
System (IDS) network or system activities
for malicious actions
or policy violations

Malware Malicious software, such
as viruses, worms, or
Trojan horses

SOC 2 Control Mapping

Trust Principles Security | Availability Plrr?tcee;rsiit;g Privacy
Access Control v Vv Vv v
Encryption v v Vv v
Monitoring v v Vv v
Data Management V4 v v v
Vulnerability v v v v
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Appendix C: Incident Response Playbook (Abbreviated)
Step 1: Detection
o Tooling: SIEM, IDS/IPS, behavioral monitoring, endpoint detection tools.

o Trigger Sources: Automated alerts, anomaly detection, employee reports, third-
party advisories.

Step 2: Triage and Classification
o Severity Levels:
o Low: Non-sensitive system anomaly (monitor only).
o Medium: Attempted intrusion, limited exposure.
o High: Confirmed data exposure, ongoing malicious activity.
o Critical: Widespread compromise of sensitive systems.
o Classification Factors: Scope of impact, data sensitivity, regulatory implications.
Step 3: Containment
o Immediate Isolation: Disconnect affected systems from the network.

o Credential Resets: Invalidate compromised accounts, rotate encryption keys if
required.

o Temporary Controls: Deploy firewall rules, disable compromised services.
Step 4: Notification
o Internal Notification: Escalation to SOC manager, legal, and executive teams.

o Client Notification: Direct notification to enterprise clients with impact
assessment.

o Regulatory Notification: GDPR (72-hour window), POPIA (mandatory notification),
SOC 2 reporting obligations.

Step 5: Forensic Investigation & Eradication
o Evidence Collection: Secure logs, memory dumps, network captures.

e Root Cause Analysis: Identify entry point (e.g., phishing, misconfiguration,
exploit).

o Patch & Remediation: Apply patches, reconfigure security controls, update
playbooks.
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Step 6: Recovery & Lessons Learned

System Restoration: Bring systems online from clean, validated backups.

Post-Incident Review: Conduct “lessons learned” session, update IR playbook,
and report findings to stakeholders.

Continuous Improvement: Adjust security controls, conduct staff retraining,
update monitoring rules.

NextStep Security & Compliance Framework

At NextStep, security and compliance are at the core of our Al-driven platforms. Our
multi-layered framework ensures that sensitive data, Al models, and client operations
are protected by enterprise-grade safeguards, while meeting international regulatory
standards.

1. Security Architecture Layers

Perimeter Security — Enterprise firewalls, intrusion detection/prevention systems,
and DDoS mitigation protect all entry points.

Application Layer — Secure development lifecycle, APl security gateways, and
automated vulnerability scanning safeguard applications against threats.

Data Layer — AES-256 encryption at rest, TLS 1.3 in transit, key management
lifecycle, and tokenization protect sensitive records.

Al Model Layer — Privacy-preserving machine learning, adversarial attack
detection, and model integrity monitoring ensure Al resilience.

Monitoring & SOC — 24/7 SIEM monitoring, anomaly detection, and an incident
response playbook form our rapid defense backbone.

2. Compliance Alignment

We align with global and regional regulations, ensuring clients’ data is always protected
within the proper legal frameworks.

SOC 2 Type Il — Full coverage across 64 mapped controls covering security,
availability, confidentiality, and privacy.

GDPR (EU) — Article 6 (lawful basis for processing), Article 25 (privacy by
design/default), Article 32 (security of processing).

POPIA (South Africa) — Section 19 (security safeguards) and Section 22
(mandatory breach notifications).
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e ISO 27001 — Information Security Management System (ISMS) with regular
audits, documented controls, and continuous improvement.

3. Risk & Incident Response

Our risk-first methodology ensures resilience and rapid recovery in the face of evolving
threats.

» Threat Modeling — Continuous risk assessment tailored to Al-specific
vulnerabilities.

o Business Continuity — Redundant cloud infrastructure, RTO < 4 hours, RPO < 1
hour.

e Incident Response Playbook

1. Detect anomaly via SIEM & monitoring tools.
Triage and classify severity.
Contain breach (isolate system, revoke credentials).

Notify clients and regulators (72 hours under GDPR/POPIA).

o M W N

Conduct forensic investigation and remediation.

4. Client Assurance

o Transparency — Clients receive access to regular compliance reports and audit
findings.

o Data Residency Options — Configurable hosting within EU, South Africa, or client-
specified regions.

o Continuous Validation — Ongoing penetration testing, third-party audits, and
red-team exercises.

This framework demonstrates NextStep’'s commitment to trust, compliance, and

security-first Al innovation, giving our partners the confidence to scale Al adoption
securely.
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Appendix C

ISO 27001 ISMS Documentation Overview

Scope Information security management system
Policies Information Security Policy, Acceptable Use Policy
Procedures Incident Response, Access Control
Guidelines Data Protection, Remote Work
Records Audit Logs, Risk Assessments

Appendix D: Sample Data Flow & Encryption Lifecycle

Appendix D

ISO 27001 ISMS Documentation Overview

Key

S
Client

Processed

Storage Data

Encrypted Data
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